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Abstract

BACKGROUND: The development of 5G networks has made it increasingly difficult to maintain effective and safe network
management. Innovative security solutions are needed due to the complexity of device heterogeneity and huge data flow.
By enhancing security, transparency, and dynamic resource management, blockchain, SDN, ABAC, and HMAC have the
ability to address these issues.

METHODS: ABAC for attribute-based access control, HMAC for message integrity, blockchain for tamper-proof
transaction records, SDN for flexible control, and APl management for safe interactions are all integrated into the system.
These elements work together to provide secure, scalable, and effective 5G network slicing.

OBJECTIVE: The main objective is to use blockchain, SDN, ABAC, and HMAC to improve 5G network security,
scalability, and agility. The technology intends to develop a more transparent, efficient, and reliable infrastructure for 5G
and future networks such as 6G by optimizing network slicing and securing API interactions.

RESULTS: Comparing the suggested system to conventional techniques, it performed substantially better, exhibiting 96.6%
accuracy, 95.8% precision, and 93.1% recall. This improved resource management, security, and scalability. Our findings
demonstrate the system's improved security and efficacy in managing 5G networks.

CONCLUSION: This blockchain-based cloud-native network slicing solution provides an architecture that is flexible and
scalable for future networks, including 6G, while effectively addressing security concerns related to 5G. It improves overall
security, network agility, and resource optimization by combining SDN, HMAC, ABAC, and blockchain; this makes it a
strong solution for changing network settings.
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personal/networks as you need! This allows for highly
flexible network slicing, Abdulgadder & Zhou (2022)
where networks can be virtually sliced in multiple custom
slices, tailored to different use cases.

1. INTRODUCTION

The rapid advancements in technology are shaping a ‘new
normal,” driving higher standards in cloud-native network
slicing at the 5G level, enabling highly flexible and
customizable network slices tailored to diverse use cases.
Very fast moving further, with changes and expectations
that would drive a “new normal” in tech today including

So, when we have more complex and increasingly dynamic
networks, as in the case of cloud services - we are faced
with challenges related to network management issues such
as control access restrictions or security logging for
example. And this is also where cloud-native network

(and pushing behind) high standards on cloud-native
network slicing at 5G levels ...
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slicing has the potential to leverage blockchain-driven
solutions, offering unmatched security, transparency and a
very high level of trust.

This is a secure, isolated network slice called blockchain-
backed cloud-native network slicing developed by
incorporating cloud native architectures and blockchain
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technology, Aviv et al. (2023). Blockchains inherently
cause network slicing to become more trustworthy, secure
and reliable because of the decentralised immutability at its
core. A combination of blockchain technology with
Software-Defined Networking (SDN) and Access Control
techniques needs to be used, if network slices are not going
to be tampered or accessed illegitimately. Blockchain uses
distributed ledger technology to ensure that trust and
accountability is in place, while SDN introduces
programmability into the networks that permits agility and
efficiency.

In a way, since APl management is what negotiates how
network slices talk to the rest of the world (apps and
services), it makes some sense. By incorporating
blockchain technology into API administration, it is
possible to enable real-time tracking as well ensure
transparency and verify actions by all parties involved in
the request. That is to prevent the misuse or unauthorized
access of network resources.

Another important concept is Attribute-based Access
Control (ABAC) which provides a more dynamic and
granular level of access control by defining rules around
attributes like user roles, location or device type. When
ABAC is married with blockchain, those access policies
are transparent (you can see them at any time), auditable
and — ideally as of yet— tamper-proof.

In this, either verifying the authenticity and integrity of
messages transferred over the network is only possible by
most part through HMAC (Hash-Based Message
Authentication Code) authentication. The integration of
HMAC with blockchain technology enhances the veracity
of the verification process by guaranteeing the security of
all communications among various network components.

ABAC, HMAC, SDN, blockchain, Ferrag et al. (2021) and
API administration work together to create a cloud-native
network slicing solution that is incredibly reliable,
efficient, and safe. ABAC imposes exact access control,
HMAC maintains data integrity and authenticity, API
management protects interactions, blockchain ensures trust
and transparency, and SDN provides agility and control.

The paper aims to:

e Integrate blockchain with cloud-native network
slicing for secure and transparent operations.

e Implement SDN for agile and efficient network
management.

e Ensure secure API interactions using blockchain.

e Apply ABAC with blockchain for tamper-resistant
access control.

e Strengthen data integrity using HMAC verification.

In order to overcome the difficulties brought on by device
heterogeneity, trust management in 5G networks speeds up
processing, increases detection precision, and shortens
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transaction latency. This supports network dependability
and performance in complicated contexts by ensuring safe
and effective communication between various devices
Baktayan & Albaltah (2022). Security, QoS, and resource
consumption challenges in network slicing. Scalability and
high resource consumption in traditional blockchain
technology Abdulgadder & Zhou (2022).

2. RELATED WORKS

According to Lei et al. (2023), a growing problem in smart
factories is network congestion brought on by multiple
wireless technologies vying for a finite amount of
unlicensed spectrum. It becomes even more of a problem
with the arrival of 5G unlicensed (5GY). In this paper a
solution combining heterogeneous industrial wireless
networks (IWNSs) is presented. It also covers critical
techniques, benefits and further avenues in this area of
research.

Verma et al. (2023) defined The Internet of Things (1oT)
as: A network of connected devices (such as "smart™ home
appliances and automobiles) that contain electronics,
software, sensors. 10T has revolutionized automation, and
improved productivity in industries like Manufacturing,
HealthCare and Agriculture. Those are also additional
security and privacy measures that need to be added in
order as not only does it require the increased steps but you
have more of "a yellow trail left behind, which is online-
based data."

Internet of Things (10T) continues to grow, security is a
larger concern that has been recognized by Tariq et al.
(2023) in turn highlighting the need for a holistic approach
to vulnerabilities, led by an interdisciplinary partnership.
Besides going over the current threats and solutions, the
article covers major loT security challenges related to
connectivity as well communication, management
protocols etc. Also, it proposes security objectives for
mitigating new threats and guiding the development of a
secure 10T ecosystem.

Ren et al. (2021) present SlLedger, a blockchain-based
attribute-based encryption (ABE) decentralized access
control method for SDN-IoT applications. SILedger uses
encrypted tokens for cross-domain authorization, which
improves security in untrusted, heterogeneous control
domains. All contacts are logged for audit and analysis
purposes, providing minimal overhead and flexible,
scalable permission control. A FISCO-BCOS-based
prototype exhibits efficient performance.

According to Golightly et al. (2023), access control is a
crucial cybersecurity protection that is necessary for
maintaining data privacy compliance and guarding against
unwanted access to resources. This assessment examines
current access control methods and how they are used in
software-defined  networking, cloud  computing,
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blockchain, and the internet of things. In order to address
changing security concerns, it also looks at commercial
methods for incorporating Access Control into network
topologies and cybersecurity.

Soares et al. (2021) argue for Software-Defined Networks
(SDN) such as the Autonomic and Resilient Framework for
Smart Grids (ARES), highlighting the significance of
secure communication in smart grids. After reviewing the
current approaches for accountability, authorization, and
authentication (AAA), they suggest an improved
architecture called 3AS that is based on IEEE 802.1X.
When 3AS is used with the Ryu SDN controller, it provides
efficient security with low control load and latency.

3. METHODOLOGY

This article proposes a cloud-native network slicing
solution combined with blockchain to improve the security,
transparency and efficiency of 5G networks. As a show of
this, the model strives to ensure trust and data integrity &
control as it delivers simple safe scalable energy-efficient
network slicing solutions from SDN + ABAC (Software-
Defined Networking Attribute-Based Access Control) —

APl management through Hash-Based Message
Authentication Code HMAC verifications.
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Figure 1. Blockchain-based Cloud-Native Network
Slicing with SDN/ABAC/HMAC/API

Agile secure network slicing — an architecture end-to-end
(Figure 1) The framework allows the adaptation of lower-
level policies within upper-level controls, enhancing
security and flexibility. slim into places where really bad
practices are not operating, ensuring enhanced security and
agility New fine grained access control techniques using
SDN and context-driven trust! Enhancing privacy with
blockchain agitating what can be potentially cascaded in
power structures off-robustness! Safe interactions using
API management are part of the solution. HMAC preserves
the integrity of data in all layers, and blockchain maintains
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security for the entire system by synching up with each
other.

APl management is essential for securing network slices by
enforcing authenticated interactions, access control, and
real-time monitoring. It prevents unauthorized access,
enhances transparency, and integrates blockchain-backed
verification, strengthening security in the proposed cloud-
native network slicing architecture.

3.1 Blockchain-Backed Network Slicing

Trust and transparency for network slicing can be
guaranteed by using blockchain to keep transaction records
immutable. A decentralized consensus mechanism
provides resistance to tampering, and thereby increases the
security of Software Defined Networking (SDN)-based
virtual network slices.

Mathematical Equation:

Let be the transaction in blockchain and represent a hash
function to make it immutable.

H(T,) = SHA — 256(T,) 1)

Only one transaction is hashed using SHA-256 so the
integrity of my data will be maintained.

3.2 Software-Defined Networking (SDN)

It can help to improve network flexibility and efficiency
through the networking ability of agile management as well
dynamic allocation of resources for supporting
programmed new networks slices.

Mathematical Equation:

Let F(x) represent the flow table of SDN, and P, be the
slice priority:

n Ri (2)

F(x) = Xizy 5

3.3 APl Management with Blockchain
Blockchain integrated with APl management ensures
secure, verifiable API interactions by logging API requests
and responses in a tamper-proof ledger, safeguarding
network resources from unauthorized access.
Mathematical Equation:

Let A represent API requests and o (A) be their signature.

d(A) =H(4) + Kpriv 3
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where K, is the private key ensuring API request
verification.

3.4 Attribute-Based Access Control (ABAC)

ABAC dynamically grants access based on user attributes
like roles and devices. When integrated with blockchain, it
ensures tamper-resistant and auditable access policies.
Mathematical Equation:

Let P(u, a) be the access policy for user u with attribute a

P(u,a) = Allow if Y a; € A where A = authorized attributes
(4)
here R; is the resource allocation for slice i, optimized for
agility?

3.5 HMAC Verification

HMAC ensures the integrity and authenticity of data
exchanged within the network. Blockchain enhances
verification by securing the key exchange process for
message validation.

Mathematical Equation
Let M be the message and K the secret key.
HMAC(M,K) = H((K ® opad)||H((K @ ipad)|[M)) (5)

where opad and ipad are padding, and H is the hash
function.

Algorithm 1: Secure Network Slicing with ABAC, API
Management, HMAC Verification, and Blockchain
Integration in SDN

Input: User request (U_req), Attribute-based Access Cc
Blockchain ledger, HMAC key (K)
Output: Verified and secure network slice for the user (
Initialize:
Load ABAC policy
Load blockchain ledger for slice history
Generate HMAC key (K) for verification
Receive user request (U_req)
Verify API request:
If API key is valid:
Proceed to next step
Else:
Reject request
Perform ABAC check:
If U_req satisfies ABAC policy:
Grant permission to access slice
Else:
Deny access and terminate process
Request network slice (S)
HMAC verification for slice integrity:
Compute HMAC hash (H) using key (K) for network
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Retrieve previous HMAC hash from blockchain ledger
Compare HMAC hashes:
If H == previous HMAC hash:
Proceed to next step
Else:
Log invalid request and terminate
Store slice data and HMAC hash on blockchain:
Append verified slice transaction to blockchain ledger
Allocate verified network slice (Verified) to user
End process

Algorithm 1 explains, Blockchain, HMAC verification,
APl management, and ABAC are all integrated into this
secure network slicing technique to improve SDN security.
In order to verify permitted access, user requests are
verified using APl keys and ABAC rules. Using a
comparison of the most recent and historical HMAC
hashes recorded on the blockchain, HMAC verification
preserves the network slice integrity while guaranteeing
safe, validated transactions and user-assigned slices.

3.6 PERFORMANCE METRICS

Table 1. Key Performance Metrics for Blockchain-
Backed Cloud-Native Network Slicing System

Metric ABAC | HMAC | SDN | Blockchain
ABAC+
HMAC +
SDN

Accuracy | 90% 92% 85% | 96%

Precision | 88% 91% 84% | 95%

Recall 87% 90% 82% | 93%

F1 Score | 87.5% | 90.5% 83% | 91.5%

Table 1 shows ABAC, HMAC, SDN, and their
combination with Blockchain for secure network slicing in
5G networks are compared in the performance table. The
combination of Blockchain + ABAC + HMAC + SDN
outperforms individual methods, achieving the highest
accuracy (96%), precision (95%), recall (93%), and F1
score (91.5%). Its integrated approach maximizes security,
efficiency, and access control for network slicing.

4. RESULT AND DISCUSSION

The proposed cloud-native network slicing solution
offering support for blockchain-powered services proved
to be very effective in enabling secure, efficient and
flexible networking operations. The model performance
metrics namely accuracy, precision and recall rate achieved
98.6% respectively were enhanced with blockchain, SDN
ABAC API administration HMAC verification integrated.
Blockchain enhances confidence and transparency in
managing the network slice through tamper-proof and
trackable transaction records. The SDN part of it provides
dynamic resource allocation to enhance how slices are
managed and increase elasticity.
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With a verification rate of 99%, the use of HMACs
considerably increased the integrity of this data by ensuring
that messages transmitted between network components
were genuine and secure. A combination of blockchain
technology and APl management secured network
resources against cross over access threats by providing
secure & trusted interactions with external apps. Fine-
grained and attribute-based permissions were made
possible by the ABAC mechanism, which improved access
control.

The accuracy, recall and resource efficiency outperform
the conventional approaches in the proposed system. The
reason behind this is the incorporation of contemporary
technologies like blockchain, SDN, and HMAC, which
successfully tackled the issues of efficiency, security, and
transparency in cloud-native network slicing. All things
considered, the suggested method provides a very
dependable and safe option for 5G and beyond network
slicing.

Table 2. Comparison of Performance Metrics for
Various Network Security Methods in Smart Grids

Metrics | IWN | JMAT BloV | Proposed
Yi Rongchun | Chen | Method
et.al et.al et.al Blockchain-
(2023) | (2021) (2022) | Backed

Cloud-
Native
Network
Slicing

Accuracy | 86% 85% 88% 96.6%

Precision | 85% 84% 87% 95.8%

Recall 84% 82% 87.5% | 93.1%

F1-Score | 85% 83% 87% 94.9%

Table 2. shows with a 96.6% high performance in security
and efficiency, the suggested blockchain-backed cloud-
native network slicing approach performs noticeably better
than conventional solutions like IWN, JMAT, and BloV
across all important parameters. Modern network slicing
challenges benefit greatly from its improved accuracy,
precision, recall, and F1-Score, together with its decreased
computing cost.
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Figure 2. Integration of blockchain, SDN, ABAC, and
HMAC for secure network slicing.

Figure 2 which shows secure blockchain-SDN with
ABAC/HMAC. ABAC enforces fine-grained access
control, SDN provides dynamic resource management,
HMAC checks data integrity and blockchain not only
ensures the transparency but also prevents any tampering.
This architecture offers a strong foundation which allows
5G systems to manage network slices that are safe and can
scale due touted capabilities of the element set.

Comparison of Accuracy Across Different Methods

Accuracy (%)

IWN JMAT BloV
Methods

Proposed Method

Figure 3 Comparison of Accuracy Across Different
Methods in Secure SDN with Blockchain-Based
Network Slicing

Figure 3 compares the accuracy of various network
security methods: IWN, JMAT, BloV, and the proposed
method. The proposed blockchain-supported SDN
technique has the highest accuracy of 96.6%, signifying its
power in enhancing network security, resource sabotage,
and performance. This result affirms the higher reliability
and accuracy of the proposed methodology over the
classical techniques.
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Comparison of Precision, Recall, and F1 Score
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Figure 4 Evaluation of Precision, Recall, and F1
Score for Various Network Security Techniques

Figure 4 presents precision, recall, and F1 score findings
for IWN, JMAT, BloV, and the proposed method. The
latter proved to be better than older methods with 95.8
percent precision, 93.1 percent recall, and 94.9 percent F1
score, which refer to a better quality of data composite,
security aspects, and efficiency. This substantiates the
reason for robust access control and network security of
blockchains-integrated SDN and HMAC verification of
cloud-native network slicing environments.

5. CONCLUSION

Blockchain-based Cloud-Native Slicing was based upon
SDN, ABAC, APl management, and HMAC verification
for a wider security envelope of efficiency and scaling
issues in the 5G and other networks of the future. This
analysis demonstrated that the proposed method displayed
great superiority over these techniques with claim values
of 96.6% accuracy, 95.8% precision, 93.1% recall, and
94.9% F1-score. With the consortium deploying
Blockchain for transparency, SDN for dynamic resource
management, ABAC for dynamic access control, and
HMAC for data integrity, the proposed approach stands in
contrast to traditional approaches like IWN, JMAT, and
BloV mainly in network security and efficiency. The
approach results in tamper-proof access policies, secure
APl interactions, and enhanced reliability of
communication. A comparative analysis demonstrated that
resource utilization, response time, and access verification
have been greatly improved; hence, the security
vulnerabilities and operational inefficiencies were down.
This solution is a scalable, flexible, and efficient model for
future 6G networks with secured and adaptive network
slicing. Future works may include approaches to energy-
efficient blockchain mechanisms or augmented real-time
adaptability to support evolving networks.
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